Beyond the Security One

© BSOne

Insecurity

A \'\ Context

Aware
DLP

For Windows and Mac OS
One Agent, Unified Endpoint Security Solution

Security

Automatic Aware of the Contexts to Deliver an Optimal Security Environment.

“The Only Solution to Pass All Benchmarks in the KFTC’s BMT for Remote Access Endpoint Security Project!”

Print Output Control Pll Detection
& Management

& Screen Protection

Integrated Security Agent

Data Loss Prevention
& Device Control

Built-in Encryption Network & Application
& AIP/DRM Integration Access Management

*Actual CPU/memory usage may vary

Agent Resource optimization depending on system environment.
CPU Memory
© BSOne Security Agent 01% 19.3MB

PC Security & Data Loss Centralized Security
Compliance Readiness Prevention Management

* Automated PC vulnerability
assessments

* ISMS compliance and endpoint
security guideline alignment

* Zero Trust-based network &
application control
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« Content-based control and
management of file copying &
attachments

* Pll detection and auto-encryption

« Device control such as
USB/Bluetooth/Wireless AP, etc.

« Screen capture and print control,
and filming protection

* Real-time status monitoring of
internal & remote endpoints

* Unified management of diverse
security events

+ Security policy integration support
with VPN, Video conferencing, and
Messenger tools
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By Consolidating Core Security Functions into a Single Agent,
BSOne not only Strengthens the Security but also Decreases the Cost.




Why © BSOne

From office desktops to remote work laptops, BSOne delivers comprehensive protection across all environments.

Secure Workspaces
Guaranteed i

+ Optimal security environment for safe PC usage
anytime, anywhere whether working at the office /
from home / on the move, or connected to corporate /
public networks

Security Orchestration

+ Security events correlation by user, department,
and user behavior across all environments

+ Data asset status tracking and data flow history
management

All-in-One Security

* Integrated endpoint security in a single agent
including DLP, DRM, NAC, PII Protection, Print Control, etc.

* Minimized resource waste and full functionality support
even on low-spec PCs

Context-Aware Policy 4 < )
Enforcement .

+ Automatic awareness of the context and pinpoint
security policy application based on the working
environments, system events, and work hours

+ Automatic control of the Internet access, USB usage,
encryption, screen watermarking, etc.

Feature Comparison A single agent delivers all the essential security features from DLP to PlI, adapting to the changes in the work environment.

EesieE Unified Security Discover-based DLP-based
Solution A Solution B Solution C

Content-based file attachment control @) X @) @)

DLP
Local file storage control & contents collection @) X A O
File encryption/decryption & access control @) X O O

DRM
AIP Integrated encryption/decryption and Label Mgmt O X A A
Device Control USB/Bluetooth/MTP connection control & monitoring O O @) (@)
Network Control Network access control by IP/domain/application @) A X X
WIPS Wireless AP connection control based on blacklist/whitelist @) O X h ¢
Print control by printer/user/timeframe & watermarking @) X @) X

Print Security
OCR-based contents print control @) X A X
Screen watermarking to prevent external photography O X X X
Screen Security
Capture contents and app-based behavior control O A A X
PIl Protection Pll/keyword detection (+integration with external DRM/AIP support) O X A A
Vulnerability scanning and application execution control @) @) X X
PC Security Mgmt.

Hosts/routing table tamper protection against C2 @) X X X
Context-Aware Policy Context-based automatic policy enforcement @) X X X
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